OO6LLECTBO C OrpaHNYeHHOM OTBETCTBEHHOCTLHO «I IPODCTAHAAPT»

MPOGCTAHAOAPT ‘000 «MPOOCTAHLOAPT»

YTBEPXIAIO
Hupexrop

HOJIOXKEHHUE

00 00padoTKe U 00ecneYeHUH 0€30MACHOCTH MEPCOHAIBbHBIX JAHHbIX,

oOpadaTbiBaeMbIX B MHPOPMAHOHHBIX CUCTEMAX MEPCOHAJbHBIX
paHHbIX OO0 «ITPO®CTAHIAAPT»



1. OBIIME ITOJIOXKEHU A

1.1. Hacrosimee Ilonoxxenue o6 oO6paboTke u obecrnieyeHUH OE30MACHOCTH MEPCOHAIBHBIX
JAHHBIX, O00pabaThiBaeMbIX B MH()OPMAIIMOHHBIX CHCTEMax MEepCOHAIbHBIX AaHHBIX OO0
«TPOOCTAHIAAPT» (manee — Ilonokenue) pa3paboTaHO B COOTBETCTBUM C DenepaabHBIM
3ak0HOM OT 27.07.2006 Ne 152-®3 «O mepcoHadbHBIX JaHHBIX», [lomokeHrneM 00 obecnieueHUn
0€30IIaCHOCTH  MEPCOHAIBHBIX ~ JIaHHBIX TIPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMax
IIEPCOHANIBHBIX ~ JAaHHBIX, yTBepKIEeHHbIM [locranoBnenuem IIpaButensctBa Poccuiickoit
Oenepannu ot 01.11.2012 Ne 1119, u ITonoxkeHnem 06 0cOOEHHOCTSIX 00pabOTKH MEPCOHATBHBIX
JAHHBIX, OCYLIECTBISEMOM 0O€3 MCIIOIb30BaHUA CPEICTB aBTOMAaTHU3AllUM, YTBEPXKAECHHBIM
[TocranoBnenuem IlpaButenscrBa Poccuiickoit @enepannu ot 15.09.2008 Ne 687.

1.2. Hacrtosmmm [lomokeHuem ompenensieTcss TOPSIOK 00paboTKM U oOecrieueHHs
0€30I1aCHOCTH  NEPCOHANBHBIX JIaHHBIX, IPH UX 00paboTKe B MH(GOPMALMOHHBIX CHCTEMax
HEPCOHAIBHBIX JaHHBIX C UCIOJIBb30BAHUEM CPE/ICTB aBTOMATU3aIMK 1 0€3 UCIOIb30BaHUs CPELCTB
aromatu3aiu B OO0 «[TPOPCTAHJIAPT» (nanee — OO11ecTBO).

1.3. B Hacrosiuem [losoxeHnN NCHONIB3YIOTCS CIIEAYIOINE OHATHS:

1.3.1. bnokupoBaHMe NEpPCOHANBHBIX JaHHBIX — BPEMEHHOE IpeKpalleHue coopa,
cUCTeMaTH3alluy, HaKOIUICHUs, MCIIOJIb30BaHMs, pPACIPOCTPAHEHHUS MEPCOHAIBHBIX JaHHBIX,
B TOM YHCJIE UX NepeiadH.

1.3.2. NHdopmannoHHas cucTteMa IEpPCOHANbHBIX NaHHBIX (manee — MHopmarmonHas
cucremMa) — MH(OpPMaIMOHHAs CUCTEMA, NpEeACTaBistomas co00il COBOKYNHOCTh MEPCOHANbHBIX
JAHHBIX, coJepXaluXxcs B 0a3e JaHHBIX, a TaKkKe MH()OPMAIMOHHBIX TEXHOJIOTMHA U TEXHUYECKUX
CPEICTB, MO3BOJISIIOIIMX  OCYHIECTBIATH  OOpaOOTKY  TaKUX  MEPCOHANBHBIX  JTAHHBIX
C UCIOJIb30BAaHUEM CPEICTB aBTOMATH3AUHU WK O€3 HCIOIb30BaHUS TAKUX CPEJCTB.

1.3.3. Mcnonb30BaHNE MEPCOHAIBHBIX JaHHBIX — AEUCTBUS (ONEepanuu) ¢ NepCOHATbHBIMU
JAHHBIMM, COBEpIAEMble OINEPaTOPOM B LEISAX MPHUHATUS PELICHUH WIK COBEPIIEHUS HWHBIX
JNENCTBUH, MOPOXKIAIONIMX FOPUIUYECKHE MOCIEACTBUS B OTHOLUICHHHM CYOBEKTa IMEepPCOHAIbHBIX
JAHHBIX WM JIpYTUX JUI MO0 HMHBIM 00pa3oM 3aTparuBaroOlIMX IpaBa U CBOOOJBI CyObeKTa
NEPCOHATBHBIX JAHHBIX UM JPYTUX JIHII.

1.3.4. KoH}uaeHIHaTbHOCTh MEPCOHAIBHBIX JaHHBIX — O00s3aTeIbHOE I COOIOICHUS
OIepaTOpPOM WJIM HHBIM [MOJIYYHMBIIUM JIOCTYIl K IEPCOHANBHBIM JIaHHBIM JIMIIOM TpeOoBaHUE
HE JIONyCKaTh UX pacnpocTpaHeHHUs: 0e3 corjacusi CyObeKTa MepCOHANbHBIX TaHHBIX WJIM HaJUYUS
MHOT'0 3aKOHHOI'O OCHOBAHUS.

1.3.5. OO6e3nuuuBaHuEe TEPCOHAIBHBIX JAHHBIX — JIEHCTBHSA, B pE3yJbTaTe KOTOPBIX
HEBO3MOXXHO OIPEJCIINTh MPUHAUIEKHOCTh IMEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY

NEPCOHATIBHBIX TaHHBIX.



1.3.6. OO6paboTka TEpPCOHANBHBIX JaHHBIX — JEHCTBUS (Omepalnuu) C MePCOHATBLHBIMHU
JAHHBIMH, BKJIIOYasi cOOp, CHCTEMaTH3allMi0, HAKOIJICHWE, XpaHEHHE, YTOYHEeHuEe (OOHOBICHHE,
U3MEHEHHE), HCIIOJIb30BaHUe, paclpocTpaHeHue (B TOM YHcie nepenauy), o0e3IrMuuBaHHE,
0JIOKHPOBAaHHE, YHUUYTOXKEHHE ITEPCOHATBHBIX TAHHBIX.

1.3.7. Ob6paboTka mepcOHANbHBIX JAHHBIX O€3 HCIOIb30BAHUS CPEACTB AaBTOMATH3ALUU
(manee — HeaBTOMAaTH3MPOBAHHBIA CIIOCO0) — ACUCTBHUS C MEPCOHATBHBIMH JAHHBIMH, TaKUE
Kak cOop,  cuUCTeMaTH3alys,  HAKOIUICHHe,  XpaHEHWEe,  HCIOJIB30BaHHE,  YTOYHEHHE,
pacnpocTpaHeHHe, YHHYTOKCHHE IEePCOHAIbHBIX JIaHHBIX B OTHOLICHHHM KaXKJIOTO U3 CyOBEKTOB
MEPCOHAIBHBIX JaHHBIX, OCYIIECTBIISIOTCS [IPH HEIOCPEICTBEHHOM Y4aCTUH YEJIOBEKa.

1.3.8. OOmenoctynHeie MepCOHATBHBIE JaHHbIE — IEPCOHAJIBHBIC TaHHBIC, JIOCTYII
HEOTPAaHMUYEHHOTO Kpyra JIUI] K KOTOPBIM TIPEAOCTABICH C COTJIacHsi CyOBEKTa NepCOHAIBHBIX
JAHHBIX WM Ha KOTOPbIE B COOTBETCTBUM C (efepalbHbIMU 3aKOHAMHU HE PaclpOCTpaHsIeTCs
TpeboBaHue COOTIOICHUS KOH(PHUICHIIMAIBHOCTH.

1.3.9. Omnepatop — OOIIECTBO, HOPUANYECKOE WK (UZUIECKOE JIUIO0, OPTaHHU3YIOIINE
Y OCYILECTBJISIOUIME O00pabOTKYy NEpPCOHAIbHBIX JIAaHHBIX, a TAaKKe OINpeAessdolue Ielu
U coJiep)KaHue 00pabOTKH MEPCOHATIBHBIX IaHHBIX.

1.3.10. IlepconanbHble AaHHBIE — JH00as UH(OPMALIMS, OTHOCSIIASICS K ONpPeNeICHHOMY WU
OTpesieNIIEMOMY Ha OCHOBAHUM TakoW MHPopMauu Gu3nueckoMy Juiy (CyOBbEeKTy NepCOHaTIbHbIX
JTAaHHBIX), B TOM YHUCIIEe ero paMuiIns, uMs, OTYECTBO, TOJ, MECSL], JlaTa U MECTO POXKJEHUS, aJipec,
ceMeliHoe, collManbHOe, UMYIIECTBEHHOE IMOJI0KeHHe, o0pa3oBaHue, npodeccusi, T0X0bl, Apyras
uHpOopMaIus.

1.3.11. PacnpocTpaneHue nepcoHalbHBIX JaHHBIX — JAEMCTBUSI, HAlpaBJICHHbIE HAa NEepeaady
MEPCOHANIBHBIX JIAHHBIX OMNpENeIEHHOMY Kpyry JuIl (repeadya IMepCOHAIbHBIX JTaHHBIX) WIH
Ha 03HAaKOMJICHHE C MEPCOHAIbHBIMUA JAHHBIMU HEOTPAaHUYEHHOTO Kpyra JIMI, B TOM YHUCJE
o0OHapoJ0BaHHE TMEPCOHANBHBIX JIAHHBIX B CPEICTBAX MAacCcOBOM HHQOpMalMM, pa3MelieHne
B MH(POPMAITMOHHO-TEIIECKOMMYHHUKAITMOHHBIX CeTSIX WU IpeI0CTaBIEHUE JocTyna
K MIEPCOHATBHBIM JIAHHBIM KaKUM-JTHOO0 UHBIM CIIOCOOOM.

1.3.12. CneuuanpHble KaTerOpUM MEPCOHAIBHBIX JaHHBIX — TMEPCOHAJIbHBIC JIaHHBIE,
KAacarolIMecss  pacoBOM,  HAIMOHAJIBHOM  NPUHAMJIEKHOCTH,  MOJUTUYECKUX  B3TJISJIOB,
PENUTHO3HBIX WIH PIIOCOPCKUX YOKIEHUM, COCTOSIHUSI 3I0POBBSI, HHTUMHOM >KH3HU CyOBEKTa
MePCOHAIIbHBIX TAHHBIX.

1.3.13. VYHUUTOXKEHHE TMEpPCOHAIbHBIX JAHHBIX — JEHCTBUS, B PE3YJIbTaT€ KOTOPHIX
HEBO3MOJKHO BOCCTAaHOBUTH COJCpXaHHE TEPCOHAIBHBIX JaHHBIX B MH()DOPMAIIMOHHOW CHCTEME
MEPCOHAIBHBIX JAHHBIX WM B pe3yJbTaTe KOTOPBIX YHUUYTOXKAIOTCS MaTepuaibHble HOCUTENN

NEPCOHATIBHBIX TaHHBIX.



2. HOPAJOK OBPABOTKH NIEPCOHAJIBHBIX TAHHBIX

2.1. O6paboTKka MepcoHaNbHBIX NaHHBIX B MHpOpManmonHeix cucremax OOIecTBa JOJKHA
OCYILECTBIISITHCSI HA OCHOBE MTPUHLIUIIOB:

— 3aKOHHOCTH Liesiel ¥ crioco00B 00pabOTKHU MEePCOHABHBIX JaHHBIX U 100POCOBECTHOCTH;

— COOTBETCTBUA 1ieNieil 00pabOTKHU MEepCOHANBHBIX JaHHbBIX LENISAM, 3apaHee ONpe/eIeHHbIM
¥ 3asBJICHHBIM pU cOOpe MEepPCOHATBHBIX TAaHHBIX, a TAKXKe MOJHOMOYHUSM OIepaTopa;

— COOTBETCTBUsI 00BEMa M xapakTepa o0padaThIBaeMbIX MMEPCOHATBHBIX JaHHBIX, CIOCOOOB
00pabOTKH NEPCOHANBHBIX JaHHBIX LEIIM 00paOOTKH EPCOHANBHBIX JIaHHbIX;

— JIOCTOBEPHOCTU IE€PCOHAIBHBIX [JaHHbBIX, WX JOCTATOYHOCTH A Leneil oO0paboTku,
HEJIOMMYCTUMOCTA O0paOOTKM TEPCOHAIBHBIX TaHHBIX, HW30BITOUYHBIX IO OTHOIICHHUIO K IIETISIM,
3asBJICHHBIM NP cOOpE MEPCOHATBHBIX JaHHBIX;

— HEJIOMYCTUMOCTU OOBEIUHEHUs CO3JaHHBIX JJIs1 HECOBMECTUMBIX MEXJy coOOoW ueneit
6a3 TaHHBIX HHPOPMALIMOHHBIX CUCTEM N€PCOHAIBHBIX TaHHBIX.

2.2. O6paboTKa MepCOHANBHBIX AaHHBIX B MH(pOpManmmonHeix cucrtemax OOmiecTBa MOXeET
OCYILECTBIISITBCSL  OTEPATOPOM C MHCBMEHHOTO COTJIAacusi CyOBEKTOB TIEPCOHANBHBIX JTaHHBIX,
3a UCKJIIOUEHHEM CIICAYIOLIMX ClydaeB, KOTJa TaKoro coriacus He TpeOyeTcs, eCiu:

— 00paboTKa NepCcOoHaIbHBIX JAHHBIX OCYLIECTBISETCS HA OCHOBAHUU (pe/iepaibHOro 3aKOHa,
YCTaHABJIMBAIOUIETO €€ IIeTTb, YCIOBHS IOJNyYSHHs MEPCOHATIBHBIX MTaHHBIX H KPYr CYOBEKTOB,
IepCOHAJIbHBIE JaHHBIE KOTOPBIX MOJUIEKAT 00paboTKe, a TaKKe ONPEAENSIONUIEr0 ITOJHOMOYHS
oreparopa;

— 00paboTKa MEepPCOHAIBHBIX TaHHBIX OCYLIECTBISETCS B IENAX HCIOIHEHUS JI0TOBOPA,
OJIHOI U3 CTOPOH KOTOPOTO SIBISIETCS CYOBEKT MEPCOHAIBHBIX JIaHHBIX;

— 00paboTKa MEepCOHATBHBIX JaHHBIX OCYIIECTBIISETCS JJISi CTATUCTHYECKUX MM WHBIX
HAaYYHBIX IIeJiell TPH yCIOBUM 0053aTeIbHOT0 00€3TMUYMBaHMS IEPCOHATIBHBIX JaHHBIX;

— 00paboTKa NepCOHANbHBIX JaHHBIX HE0OX0AMMA JJIs 3aIlUThl )KU3HHU, 3/J0POBbS WM MUHBIX
KMU3HEHHO BAXXKHBIX HHTEPECOB CYOBEKTa TEPCOHANBHBIX aHHBIX, €CIIM MOJTYyYSHHE COTIACHUS
CyOBeKTa IepCOHANBHBIX JJaHHBIX HEBO3MOKHO.

2.3. OO0paboTka OmepaToOpoM  CHELUUANbHBIX KaTerOpHil  MEPCOHAJIBHBIX  JaHHBIX
B ndopmanmonnsix cucremax OO1iecTBa 10MyCKaeTcs eCllu:

— CyOBEKT MepCOHATBFHBIX TAHHBIX J]aJl COTJIACHE B MUCHMEHHOM (popMe Ha 00paboOTKy CBOHMX
NEPCOHATBHBIX JaHHBIX;

— NEepCOHAIbHbIE JAaHHbIE SBJISIOTCS OOIIEIOCTYITHBIMU;

— TMEPCOHAJIbHBIE JaHHBIE OTHOCATCS K COCTOSHUIO 3/I0POBbS CYyOBEKTa MEPCOHAIBHBIX

JIAHHBIX M UX 00pa00oTKa HEOOXOIMMa JJIs 3aIUTHl €T0 KU3HHU, 3J0POBBS WIM HHBIX >KHU3HEHHO



B)XHBIX MHTEPECOB JIMOO KHU3HH, 3[JOPOBbsl WIIM MHBIX )KU3HEHHO BAXKHBIX MHTEPECOB JIPYTUX JIMIL,
U TIOJIy4€HHE COrIacusi CyObeKTa MepCOHAIBHBIX TaHHBIX HEBO3MOXKHO.

2.4. B cnyyae ecnu oreparop Ha OCHOBAaHHHU JOTOBOpa MOpy4aeT 00pabOTKy NMEepCOHAIbHBIX
JAHHBIX JPYroMy JIMIy, CYIIECTBEHHBIM YCIOBHEM J0rOBOpa sBIIsETCS 00S3aHHOCTh OOecreYeHus
yKa3aHHbBIM JIMIIOM KOH(HIEHIMAIbHOCTH EPCOHAIBHBIX JaHHBIX M 0€30MaCHOCTH MEPCOHATIbHbBIX
JAHHBIX MPU UX 00paboTKe.

2.5. Omeparop, MOTYYArOMIMA JOCTYN K MEPCOHATBHBIM JIaHHBIM, JIOJDKEH 00ecleuynBaTh
KOH(HIEHIIMAIbHOCTh TAKUX JAHHBIX, 3a UCKIOYEHUEM CITy4aeB:

— B Cllyyae 00€3JIMYMBAHNUS IIEPCOHANIBHBIX IaHHBIX;

— B OTHOIICHHUH OOIIEOCTYITHBIX MEPCOHATBHBIX TAHHBIX.

2.6. OOpabGoTka TmepcoHANBHBIX JaHHBIX B MHMopManmonHsix cucremax OOmecTBa
OCYILECTBIISICTCSI TOJBKO C COIJIacHsi B MMCbMEHHOW (opMe CyObeKTa NEepCOHAIbHBIX JaHHbIX,
3a UCKJIIOUEHHEM  CIIy4yaeB, IPEeIyCMOTPEHHbIX  (eAepalbHbIMU  3aKOHaMH,  KOTOPBIMHU
IpeIyCMaTPUBAIOTCS CIy4an 00s3aTeNbHOTO MPEIOCTABICHNUS CYOBEKTOM MEPCOHATIBHBIX JaHHBIX
CBOMX TEPCOHAIBHBIX TAaHHBIX B LEJAX 3AIIUTHl OCHOB KOHCTHUTYIIMOHHOTO CTPOs, HDAaBCTBEHHOCTH,
30pOBbsl, IPaB M 3aKOHHBIX MHTEPECOB JPYrMX JHML, oOecreyeHuss OOOpPOHBI CTpaHbl
1 0€30MacHOCTU TOCYAapCTBA.

2.7. TlucbMeHHOe corylacue CcyObeKTa TEepCOHAIBbHBIX JaHHBIX Ha 00pabdOTKy CBOMX
NEepPCOHAIBbHBIX JaHHBIX B IHPopMaoHHbIX cucTemMax OO1ecTBa 10JKHO BKIIOYATh B ce0sl:

— (amMunuio, UMs, OTYECTBO, apec CyObEKTa MEePCOHANbHBIX JAAHHBIX, HOMEP OCHOBHOIO
JIOKYMEHTA, yJOCTOBEPSIOIIErO €ro JIMYHOCTh, CBEACHUS O JaTe€ BbIIaYM YKa3aHHOTO JOKYMEHTa
¥ BBIJABIIIEM €TI0 OpTaHe;

— HauMeHOBaHue ((paMUIHIO, UMS, OTYECTBO) M QJIpec OnepaTopa, MOJIyJarollero corjiacue
CyObeKTa MepCOHAIbHBIX JIaHHBIX;

— 11eJ1b 00pa0OTKN EPCOHANBHBIX IaHHBIX;

— TIepeueHb IEPCOHATBHBIX JaHHBIX, Ha 00pabOTKy KOTOPBIX JaeTcsi corjacue cyOBeKTa
NEPCOHATBHBIX JaHHBIX;

— TepedeHb JEHCTBUH C NMEPCOHAIbHBIMU JaHHBIMM, HA COBEpIIEHHE KOTOPBIX JaeTcs
coryiacie, oOlee ONUCAaHHE HCIOJIb3YEMbIX ONEpaTOPOM CIOCOO0B 00pabOTKM NEepCOHATbHBIX
JTAHHBIX;

— CpPOK, B TE€YCHHE KOTOPOTO JIEHCTBYET COTJIACHE, a TAK)KE TIOPSIOK €0 OT3hIBA.

2.8. OOs3aHHOCTh TNPEAOCTABUTH JIOKA3aTEIbCTBO TOJYYEHHUS COIJIacHsl CyOBeKTa
NEPCOHANBHBIX JIAHHBIX Ha 00pabOTKy €ro MepcoHANbHBIX JAaHHBIX, a B Cilydae oOOpabOTKU

00IIEeIOCTYITHBIX TIEPCOHATBHBIX NaHHBIX B MHpopManmonHbix cucremax OOmiecTBa 00s3aHHOCTH



JTIOKa3bIBaHUSI TOTO, 4TO 0OpaldaThiBaeMble MEPCOHANbHBIE TaHHBIE SIBISIOTCS OOLIEIOCTYIMHBIMH,
BO3JIaraeTcs Ha ONeparopa.

2.9. B ciydae HemeecrnocoOHOCTH CyOheKTa MePCOHANBHBIX JAHHBIX COTJIAcHe Ha 00padoTKy
€ro nepcoHalbHbIX AaHHbIX B MH(bopMannonHsix cuctemax OO1iecTBa JaeT B MUCbMEHHOMN (opme
3aKOHHBIN NMpeACTaBUTENb CYObEKTa IEPCOHANBHBIX TAHHBIX.

2.10. Bcmywae cmeptu CyObEKTa TMEPCOHAIBHBIX JAHHBIX COTJIACHE Ha 00paboTKy
€ro NepCOHANBHBIX JaHHBIX B MH(popManmoHHbx cucreMax OOmecTBa Jar0T B TUChbMEHHON (hopme
HACJIETHUKUA CYOBEKTa MEePCOHAIBHBIX JaHHBIX, €CJIHM TaKOe corjlacue He ObUIO JTaHO CYyOBEeKTOM
MEPCOHAIBHBIX JaHHBIX NP €T0 JKU3HH.

2.11. CyObeKT mepcoHaIbHBIX JAHHBIX UMEET MPaBO Ha MOJIYYCHHE CBeleHUN 00 00paboTke
CBOMX TMEPCOHATBHBIX MaHHBIX B MH(popmammonHbix cucrtemax OOmiecTBa, a omepaTop 00s3aH
UX MIPEJOCTaBUTh B COOTBETCTBUU CO cTaThsiMu 14 u 20 DenepanbHoro 3akoHa ot 27.07.2006 Ne

152-®3 «O nepcoHaNbHBIX JaHHBIX).

3. MEPBI 110 OBECHHEYEHHIO BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX
ITP UX OBPABOTKE

3.1. be3onacHOCTh NEPCOHANBHBIX IaHHBIX, 00pabaTbiBaeMbIX B THPOpPMAaLIMOHHBIX cUcTeMax
OO61iecTBa, TOCTUraeTcsl MyTeM HCKIIOYEHHUS HECAaHKLIMOHHUPOBAHHOTO, B TOM YHUCIE CIy4ailHOro,
JIOCTyNa K NEPCOHAJIbHBIM JAaHHBIM, pe3ylbTaTOM KOTOPOTO MOXET CTaTb YHUYTOXEHHE,
U3MEHEeHHe, OJIOKMPOBaHHME, KONMUPOBAHME, PACIpPOCTPAaHEHHE MEPCOHAIBHBIX JaHHBIX, a TaKXke
WHBIX HECAHKIINOHUPOBAHHBIX JEHCTBUIA.

3.2.  nsg obecriedeHus 0€30IAaCHOCTM  MEPCOHAJBHBIX  JAHHBIX  IPHU UX 00paboTKe
B UH(popmannonHbix cucremax OOmiecTBa OCyIECTBISIETCS 3alUTa:

— uHpopmanuu, 0opadbaTeiBaeMoii ¢ UCIIOJIb30BaHUEM TEXHUUECKUX CPE/ICTB;

— uH(popMaluy, cojepxauieiics Ha OyMaXXHOH, MArHUTHOW, MarHUTHO-ONTHYECKON U MHOMN
OCHOBE (HOCHUTEIISX).

3.3. Pabotbl 1o obecrieueHUI0 0€30MaCHOCTH MNEPCOHAIBHBIX JAHHBIX HpHU X 00paboTKe
B UH(popmanmonHsix cucremax OOIiecTBa SBISIOTCS HEOTHEMIIEMOM 4acThi0 pabOT IO CO3/1aHUI0
WNHpOopMaLIMOHHBIX CHCTEM.

3.4. Undpopmannonnsie cuctembl OOmiecTBa kiaccupuuupyrores oneparopom. [Iposenenue
knaccudukanuu Muapopmanmonusix cucreM ompeaeneHo [lopsiikoM mpoBeneHUs KiaccuPUKaUN
MH(OPMALIMOHHBIX CHCTEM TEPCOHANBHBIX JaHHBIX, YTBEPXJCHHBIM COBMECTHBIM IPUKA30M
denepanbHOl cIyk OBl 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoito, denepanbHoil Ciy:xObI
6e3onacHoctu Poccuiickoit @enepanuu, MUHHCTEPCTBOM MH(GOPMAIIMOHHBIX TEXHOJOTHHA U CBS3U

Poccutickoit ®enepamuu ot 13.02.2008 Ne 55/86/20.



3.5. OO6meH mepcoHaIbHBIMHM JTaHHBIMH TIPH MX 00paboTke B MH(pOpManMoOHHBIX cHUCTEMax
OOmmecTBa OCYIIECTBISETCS 110 KaHAlaM CBS3HM, 3allldTa KOTOPHIX OOECHeYrBaeTCs IyTeM
peaM3anuyi COOTBETCTBYIOIIMX OPTaHU3AIMOHHBIX Mep U (W) IMyTeM MPUMEHEHHUs TEXHUYECKUX
U TIPOrPaMMHBIX CPEJICTB.

3.6. Pasmemenue WMudbopmammonnsix cuctem OOmecTBa, crenuaibHOe 000pYyIOBaHHE
¥ OXpaHa TOMEMICHH, B KOTOPBIX BeIeTCsS paboTa ¢ MEepPCOHAIBHBIMU JAHHBIMU, OPTraHU3alUs
pexkuMa obecriedeHus: 0€30MacHOCTH B ATHX IMOMEIICHUSX OJKHBI O00ECIIeUYnBATh COXPAHHOCTH
HOCHUTEJICH TEePCOHAIBHBIX JaHHBIX U CPEICTB 3alluThl HHGOpPMAIUH, a TaKXkKe HCKIIYaTh
BO3MOXXHOCTh HEKOHTPOJIMPYEMOTO IPOHUKHOBEHUS UJIM MPEObIBAaHUS B 3TUX IOMELIECHUSIX
MMOCTOPOHHUX JIHII.

3.7. be3omacHOCTh EPCOHANBHBIX JaHHBIX MTPH UX 00padoTke B MHPOPMALIMOHHBIX CHCTEMax
OO6mecTBa obecrieunBaeT OINEpPaTop UM JHUI0, KOTOPOMY Ha OCHOBAaHUHU JIOTOBOpA OMNEPATOP
nopydaer o0pabOTKy MEepCOHANBHBIX JaHHBIX (fanee — YTHOoJHOMOYeHHOE Jnio). CylecTBEHHBIM
YCIIOBUEM  JIOTOBOpa  SIBISIETCS  OOS3aHHOCTh ~ YTOJHOMOYCHHOTO  JHIa  00ECIeYrTh
KOH(UICHIIMAILHOCTh ~ MEPCOHAIBHBIX  JaHHBIX W 0€30IaCHOCTh  TEPCOHANBHBIX  JAHHBIX
IIpU UX 00paboTKe B MH(POPMAITMOHHOM CHCTEME.

3.8. IIpu 0O6paboTke mnepcoHaNbHBIX AaHHbIX B MH(popManmoHHbX cuctemax OOmiecTBa
0e30MacHOCTh 00eCTIeYnBaeTCs:

— MIPOBEJICHUEM MEPOTIPHUATHH, HaIPaBJICHHBIX Ha TIPEIOTBPAICHIE
HECAaHKI[MOHUPOBAHHOTO JIOCTyNa K MEPCOHANbHBIM JaHHBIM W (WIM) Tepenayd HX JUIaM,
HE UMEIOIINM IpaBa JI0CTyMa K Takoi nHdopmanmu;

—  CBOCBPEMCHHBIM  OOHapykeHHeM  ()aKTOB  HECAHKIMOHHPOBAHHOTO  JIOCTYIIA
K ITePCOHAITBHBIM JIAHHBIM;

— HeIOoNyIIeHHEeM BO3CHCTBHS Ha TEXHUYECKHE CPEACTBA aBTOMAaTU3UPOBAHHON 00pabOTKU
MEPCOHANBHBIX JaHHBIX, B PE3YJIbTATE KOTOPOT'O MOKET OBITh HAPYIIEHO UX (HYHKIIMOHUPOBAHHE;

—  BO3MOXXHOCTBIO  HE3aMEJIUTCIILHOTO  BOCCTAHOBJICHHS  INEPCOHAIBHBIX  JaHHBIX,
MOTU(DUITMPOBAHHBIX WM YHHYTOKCHHBIX BCJICICTBHE HECAHKITMOHHUPOBAHHOTO JOCTYIIA K HHM;

— TIOCTOSHHBIM KOHTpOJIEM 3a 00eCIeYeHHEeM YPOBHS 3alUIIEHHOCTH MepPCOHATbHBIX
JAHHBIX.

3.9. 3ammra mnepcoHaJbHBIX JJAaHHBIX, oOpabarbiBaemass B MH(MOpMalMOHHBIX CHCTEMax
O6mecTBa, obecreunBaeTcsi 3acyer cpeactB  OOmiecTBa B HOPSAAKE,  YCTAaHOBJICHHOM
benepanbHBIMU 3aKOHAMH.

3.10. Hoctyn corpynHukoB OOmiecTBa K NEPCOHAIBLHBIM JTaHHBIM, 00pa0aThIBA€MbBIM

B MHpopmanmonubix cuctemax OOIIecTBa, NJIs BBITIOJHEHHUS CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH



IMPOU3BOJUTCA K COOTBETCTBYIOIIIUM IEpCOHAIBHBIM JaHHBIM Ha OCHOBaHUU CITMCKa,

YTBEPKJEHHOTO OIIEPATOPOM.

4. OCOBEHHOCTH OBPABOTKHU IIEPCOHAJIBHbBIX TAHHBIX,
OCYHECTBJIAEMBIX BE3 HCITIOJIb30BAHUSA CPEACTB ABTOMATHU3AIIUN

4.1. TlepconanpHble JaHHBIC NMPHU UX 00paboTKe, ocymiecTBIsseMoil HeaBToMaTn3npoBaHHBIM
Croco0OM, JOJDKHBI  000COONIATBCS  OT MHOM MHGpoOpManuu, ¢HUKcanuel UX Ha OTAEIBHBIX
MaTepuaibHBIX HOCUTENSAX TMEPCOHAJBHBIX JaHHBIX (Janee — MarepHalibHble HOCHUTENN),
B CIICIMAJIbHBIX pa3jiesiaX KHUT (KypHAJIOB) WM Ha MOJsX GopM (OJTaHKOB).

4.2. Tlpu ¢pukcanuy MEPCOHATBHBIX JAHHBIX Ha MaTepHalbHBIX HOCHUTENSX HE JIOMYCKaeTCs
¢duKcanys Ha OJJHOM MaTePHATHLHOM HOCHTENE MEPCOHAIBHBIX JAHHBIX, e 00pabOTKA KOTOPBIX
3aBEIOMO HE COBMECTUMBI. J[1s1 0OpabOTKM pPA3NIUYHBIX KaTEerophil MEepCOHATBHBIX JAaHHBIX,
ocymiecTBisieMoil HeaBToMaTu3npoBaHHBIM CIIOCOOOM, ISl KQXI0H KaTeropuu MEepCOHAIbHBIX
JIaHHBIX JOJDKEH UCIOJIb30BAThCSA OTAEIbHBIA MaTepualibHbIiI HOCUTENb.

4.3. Tlpu UCIIOJIB30BAaHUH THIIOBBIX (DOPM JIOKYMEHTOB, XapakTtep WH(OPMAIMH B KOTOPHIX
MpeJoiaraeT Wik JOMyCcKaeT BKJIIOYEHHE B HUX MEPCOHANBHBIX JaHHBIX (famee — Tumnoas
dbopma), TOMKHBI COOTIOAATHCA CIEIYIOIINE YCIOBUS:

4.3.1. TunoBas ¢opMa WM CBSI3aHHBIE C HEH JOKYMEHTBI (MHCTPYKIUS IO €€ 3alOJHEHHUIO,
KapTOUYKH, PEECTPHI M KYPHAJIBI) JIOJDKHBI COJIEPIKATH:

— cBemeHus omenu  o0OpabOTKM  MEPCOHANBHBIX  JIAHHBIX,  OCYIIECTBISEMON
HeaBTOoOMaTH3MpOBaHHBIM CIIOCOOOM;

— M (HaMMEHOBAHWE) U aJIpec OrepaTopa;

— (pammiuIO, MM, OTYECTBO | aJ[pec CyOBEKTa MEPCOHATBHBIX JaHHBIX;

— HMCTOYHUK IMOJYYECHHUS NePCOHATBHBIX TAHHBIX;

— CpPOKH 00pabOTKH NMEePCOHATBHBIX TaHHBIX;

— TMepedeHb JCWCTBHI C MEPCOHAIBHBIMU JIAHHBIMHU, KOTOpbIE OYAYT COBEpIIATHCA
B IIpoIIecce uX 00padoTKH;

— o0miee omucaHWE WCTOIb3yEeMbBIX OMEpPaTopoM CIOcOO0B 00pabOTKHM TEPCOHATBHBIX
JAHHBIX.

4.3.2. TunoBas ¢opMa AOHKHA MPEAYCMATPUBAThH IMOJIE, B KOTOPOM CYOBEKT MEPCOHATBHBIX
JAHHBIX MOJKET TOCTaBHTh OTMETKY O CBOEM COIJIACHH Ha 00pabOTKY TEePCOHAIBHBIX JaHHBIX,
ocylIecTBIsIeMyr0 HeaBToMaTH3upOBaHHBIM CIIOCOOOM.

4.3.3. TunoBas ¢Qopma [gomKHA OBITH COCTaBJI€HA TakUM OOpa3oM, YTOOBI KaXKIbIi

u3 CYGT;GKTOB NEPCOHANIBHBIX JAaHHBIX, COACPKAIUXCA B JOKYMCHTC, HWMCI BO3MOXHOCTb



O3HAKOMUTBCSI CO CBOMMHU MEPCOHAIBHBIMU JIaHHBIMH, COIEPKALIMMUCS B JOKYMEHTE, HE HapyIlas
IIPaB U 3aKOHHBIX HHTEPECOB UHBIX CYOBEKTOB IEPCOHAIBHBIX JTAHHBIX.

4.3.4. Tumnomas ¢opMa [OMKHA WCKIIOYATh OOBEIUHEHHE TMOJCH, MpeaHa3HAYeHHBIX
JUIs BHECEHHU s IEPCOHANBHBIX JaHHBIX, L1EJIM 00paOOTKU KOTOPBIX 3aBE10MO HE COBMECTHMBI.

4.4. Ilpu HECOBMECTUMOCTH 1ieJieil 00pabOTKN NEpCOHANbHBIX JaHHBIX, 3a()MKCHPOBAHHBIX
Ha oJHOM MarepuanbHOM HOCHUTENE, eciu MarepuanbHblii HOCUTENb HE MTO3BOJISIET OCYLIECTBIIATH
00paboTKy MEPCOHAIBHBIX JAHHBIX OTJACIBHO OT APYrHX 3a(UKCHPOBAHHBIX HA TOM K€ HOCHTEINE
NEPCOHANBHBIX JTAHHBIX, JOJDKHBI ObITh NMPHHATHL MEPBI 110 00ECIIEYEHUIO pa3AeabHONH 00paboTKU
HEPCOHANbHBIX JAHHBIX:

4.4.1. Ilpu HEOOXOAMMOCTH  HCIOJb30BAaHUS WM  PACHpPOCTPAHEHUS  ONPEIEIIEHHBIX
NEPCOHAIBbHBIX JAHHBIX OTJEIbHO OT HAXOSIIMXCS Ha TOM e MaTepuaabHOM HOCHUTENE IPYrHX
HEPCOHANBHBIX JAHHBIX OCYIIECTBISIETCS KONMMPOBAHUE IEPCOHAJIBHBIX MaHHBIX, MOJIEKAIINX
pacIpOCTPAaHEHUIO UM UCTIOIb30BAHUIO, CIIOCOOOM, UCKITIOYAIOLIMM OTHOBPEMEHHOE KOITMPOBaHHE
NEPCOHAIBHBIX JIAHHBIX, HE MOJJIEKAIIUX PACIHPOCTPAHEHUIO U MCIIOIb30BAHMIO, U UCIOJIb3YETCS
(pacnpocTpaHsieTcs) KONUsl IEPCOHAIbHBIX JIaHHBIX.

4.4.2. IIpu He0OXOAUMOCTH YHUUYTOXKEHHUS WM OJOKHPOBAHUS YaCTH MEPCOHAIBHBIX JAHHBIX
YHHUYTOKAETCSl MM OJlokupyeTcs: MaTepuaibHblii HOCUTENb C MPeIBAPUTEIIbHBIM KONHPOBAaHUEM
CBEJICHUN, HE MOJICKANTUX YHUUYTOKECHUIO WM OJOKHPOBAHUIO, CIIOCOOOM, HCKIIOUYAIOIINM
OJIHOBPEMEHHOE KONMHMPOBAaHUE TEPCOHANBHBIX JaHHBIX, MOJIEKAIIUX YHUUYTONKECHHUIO WIH
0JIOKMPOBAHUIO.

4.5. VYHuuTOXKEHMEe ~ MAM  O00e3JIMYMBaHME  YacTH  IEPCOHAIBHBIX  JAHHBIX,
€CJIM 3TO JIONyCKaeTcsi  MarepuallbHbIM ~ HOCUTENIEM, MOXET MPOU3BOAMTHCS  CIIOCOOOM,
UCKJIIOYAIOIIMM  JaJbHEHIIyl0 00pabOTKy JTUX NEPCOHAJbHBIX JAHHBIX C COXpAaHEHHEM
BO3MOXHOCTH OOpaOOTKM HWHBIX JaHHBIX, 3a(UKCUPOBAHHBIX Ha MaTepHAJIbHOM HOCHUTEINE
(ynaneHue, BBIMapbIBaHUE).

4.6. IlpaBuia, mnpenycMoTpeHHble mnyHkTamMu 4.4 wu 4.5 Hacrosmero Ilomoxenus,
NPUMEHSIOTCSL TakXe B Cllydae, eclIM HEOOXOAMMO O0O0ecrneuyuTh paslielbHyl0 00paboTKy
3a(pUKCUpPOBAHHBIX HA OJHOM MaTepHalbHOM HOCUTENE MEPCOHAIBHBIX NaHHBIX W MHPOpPMALUH,
HE SBJISIOLICHCS EPCOHAIBHBIMU JAHHBIMHU.

4.7.  VYTouHeHHWE  TEpPCOHAJbHBIX  JAHHBIX  IPH OCYIIECTBICHHMH  UX 00pabOTKH
HeaBToMaTu3upoBaHHBIM CIIOCOOOM MPOU3BOJIUTCS MyTeM OOHOBJICHUS WM W3MEHEHHS JaHHBIX
Ha MaTepuallbHOM  HOCHTENIE, a €CJIM ATO He JIONYCKAETCSl  TEeXHHUYECKUMH  OCOOCHHOCTSIMU
MaTepHaIbHOIO HOCUTENS, — IyTeM (UKCAIlMM Ha TOM K€ MaTepHajJbHOM HOCHUTENE CBEICHHN
0 BHOCUMBIX B HUX U3MEHEHHUSX JTUOO IyTEM MH3TOTOBJIECHUS HOBOI'O MAaTEpHAIbHOIO HOCHUTEJS

C YTOUHCHHBIMHU IIEPCOHAJIbHBIMU JaHHBIMH.



4.8. OOpaboTka TMepCOHATBHBIX [AHHBIX, OCyIIecTBIsiemMass HeaBToMaTH3MPOBaHHBIM
Croco0OM, JOJDKHA MPOM3BOIUTHCS TaKMM 00pa3oM, YTOOBI B OTHOIIEHHHM KaXKJIOW KaTeropuu
NEPCOHANBHBIX JAHHBIX MOXKHO OBUIO ONpENEINTh MECTa XpPAaHEHUs IEePCOHAIBHBIX JTaHHBIX
(MatepuaibHbIX HOCUTENEH) M yCTAaHOBUTh IIE€PEUYEHb JIMIL, OCYLIECTBIAIONIMX 00paboTKy
HEPCOHAIBHBIX JAHHBIX JTUOO0 UMEIOLINX K HUM JOCTYII.

4.9. Heobxomumo obecreunBaTh pa3leibHOC XpAaHEHHWE MEPCOHAJBHBIX  JIAHHBIX

(MatepuanbHbIX HOCHTENEH ), 00pab0TKa KOTOPBIX OCYIIECTBIISICTCS B Pa3IMYHBIX LIEIISX.

5. OBA3AHHOCTHA JIML, UMEIOINUX JOCTYII K HIEPCOHAJIBHBIM JTAHHBIM

5.1. OTBeTCTBEHHOCTh  3a oOecrieueHHWEe  OEe30MacHOCTH  MEPCOHATBHBIX  JTAHHBIX
U Haanexamuil  pexxuM  pabotel MH@opmamuoHHbix — cucteM  OOmiectBa  BO3Jjlaraercs
Ha pykoBoauTens OOuiecTsa.

5.2. BcBoeil pabore corpyaHuku OOmiecTBa, JIOMylIeHHbIE K 00paboTKe NepCOHaNIbHbIX
naHHbIX B MHpopMmanumoHHbIX cuctemax OOmiecTBa, JOHKHBI PYKOBOJCTBOBATHCS TPEOOBAHUSIMU
(denepanbHbBIX 3aKOHOB, HOPMAaTHUBHO-TIPAaBOBBIX JOKyMeHTOB IlpaButenbcrtBa Poccuiickoit
Oenepanun, PenepanbHORl caykObl 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpoJto, deaepanbHoi
ciyx0b1 OezonacHoctu Poccuiickoit denepanyn, MuHucrepcTBa MHPOPMALMOHHBIX TEXHOJIOTUH
uceasu  Poccuiickori  @epepanmu, aTakke HacToAmMM  [lonokeHMEM WM MHCTPYyKLIMEH
MOJIb30BATENsl IO 3alllUTe TMEePCOHAIBHBIX JaHHBIX, oOpabaTeiBaeMbiXx B MHpoOpManmoHHbIX
CUCTEMAX.

5.3. B 10mKHOCTHBIE MHCTPYKIMU COTPYAHUKOB OOIECTBa, YIIOJIHOMOYEHHBIX Ha 00paboTKy
MEepPCOHANBHBIX JaHHBIX B MH(opMannonHbix cucremax OOIEcTBa, MOJDKHBI OBITh BHECEHBI
00s13aHHOCTH O HEOOXOAMMOCTH BBINOJIHEHUS TpeOoBaHMM IO oOecrneueHuto Oe30MacHOCTH
00pabaTbIBa€MbIX UMH NEPCOHATBHBIX TaHHBIX.

5.4. OtBeTcTBEHHBIH 3a o0ecrieyeHne Oe30MacHOCTH MEepPCOHANBHBIX JaHHBIX B OOuiecTBa
PYKOBOJICTBYETCSI B CBOEH  JIEATENIBHOCTH HMHCTPYKIMEH OTBETCTBEHHOTO 3a obecreueHue
0€30MacHOCTH TEpPCOHAJbHBIX JaHHBIX, oOpaOaTeiBaeMbIXx B MH(pOpManmMoOHHBIX —cHcTeMax
OobmecTsa.

5.5. Tlpm oOHapyXeHUU HapyIIEHUH NOpsAKa MPEAOCTaBICHUS MEPCOHAIBHBIX TaHHBIX,
oOpabarbiBaeMbIX B MHpOpMannoHHbIXx cucremMax OOmiecTBa, omnepaTtop He3aMeIUTEeNbHO
MIPUOCTAHABIMBAET MPEIOCTaBICHHE MEPCOHANBHBIX JaHHBIX Mosb3oBarensiM MHpopmanoHHBIX
cuctem OO11ecTBa 10 BBISBJICHUS MPUYMH HapYUICHUH U yCTPAaHEHUS 3TUX MPUYHH.

5.6. 3amnapymenue HopM Hacrosumero IlomoxkeHusi, a Takxke QeaepanbHbIX 3aKOHOB,
PETrIaMEHTHPYIOIIUX MOPSIOK 00pabOTKU U oOecriedeHus] 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX,

corpynHuku OO11ecTBa, JOMYIIEHHbIE K paboTe ¢ MepcoHANbHBIMU JTaHHBIMU B MTH(bOpManimoHHbIX



cuctemax OOmiecTBa, HECyT TpakIaHCKO-TIPAaBOBYIO, aIMUHUCTPATUBHYIO, YTOJIOBHYIO

U JUCHUIINIMHAPHYIO OTBECTCTBCHHOCTL B COOTBETCTBUU C ﬂCﬁCTBYIOHlHM 3aKOHOJAaTCIILCTBOM.



